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Abstract:

Elliptic curve cryptography (ECC) is an approach to public key cryptography based on the algebraic structure
of elliptic curves over finite fields. The use of elliptic curves in cryptography was first proposed by Koblitz
and Miller in 1985. Their motivation for using ECC is the fact that there is no known sub-exponential
algorithm to solve the discrete logarithm problem on an elliptic curve. Cryptosystems based on elliptic curves
apply the smaller key sizes to attain the same level of security as RSA. This makes them ideal for use in smart
cards and other environments where resources such as storage, time, or power are limited.

Pairings in ECC are functions which map a pair of elliptic curve points to an element of the multiplicative
group of a finite field. Pairings have been used to support a wide range of cryptographic applications.
Pioneering works in this area are Sakai, Ohgishi, and Kasahara’s pairing based key agreement and signature
schemes(2000); Joux’s three-party key agreement(2000); and Boneh and Franklin’s identity-based
encryption(2001).

In this talk, we will address how elliptic curve cryptosystems apply the smaller key sizes, how elliptic curves
can be extended to hyperelliptic curves, and also various applications of pairing-based cryptography(PBC).
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