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Abstract:
Pseudorandom functions (PRFs) are one of the most fundamental building blocks in cryptography with
numerous applications such as message authentication codes and private key encryption. In this work, we
propose a new framework to construct PRFs with the overall goal to build efficient PRFs from standard
assumptions with an almost tight proof of security. The main idea of our framework is to start from a PRF for
any small domain (i.e. poly-sized domain) and turn it into an l-bounded pseudorandom function, i.e., into a
PRF whose outputs are pseudorandom for the first l distinct queries to F. In the second step, we apply a novel
technique which we call on-the-fly adaptation that turns any bounded PRF into a fully-fledged (large domain)
PRF. Both steps of our framework have a tight security reduction, meaning that any successful attacker can be
turned into an efficient algorithm for the underlying hard computational problem without any significant
increase in the running time or loss of success probability.
Instantiating our framework with specific number theoretic assumptions, we construct a PRF based on k-LIN
(and thus DDH) that is faster than all known constructions, which reduces almost tightly to the underlying
problem, and which has shorter keys. Instantiating our framework with general assumptions, we construct a
PRF with very flat circuits whose security tightly reduces to the security of some small domain PRF.
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