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Abstract:

Garbled circuits are fundamental cryptographic primitives. They have diverse applications such as designing
secure multiparty computation protocols, in parallel cryptography, in constructing program obfuscation and
more recently in constructing IBE schemes without pairings. The security of garbling schemes have been
analyzed in two settings: the selective setting and the adaptive setting. In the selective setting, an adversary
is forced to declare the input on which he wishes to evaluate the circuit before seeing the garbled circuit and
in the adaptive setting, he is allowed to choose the input adaptively depending on the garbled circuit.
Constructing adaptive garbled circuits where the size of the garbled input is small has been a major open
problem in cryptography. In this talk, I will give a construction of adaptive garbled circuits where the size of
the garbled input is (nearly) optimal.

Joint work with Sanjam Garg.
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